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Abstract: The competition in the field of information is a kind of system competition. Aiming at the problem that a sin-
gle defense method cannot cope with the comprehensive attack, an independent and controllable information system
based on natural immune system and trusted computing was constructed. The system includes trusted network basic func-
tion subsystem, user behavior measurement subsystem, software behavior measurement subsystem and fault-tolerant
subsystem. The advantage of this way of adding security mechanisms to basic functionality is the extension of the chain
of trust, integration of trusted network access control model and role-based access control model and trusted access of
trusted terminal throughout life cycle can be achieved.
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